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Abstract 
CCLRC is involved in the development of grid and data management tools for a number of e-Science projects in the UK such as the Natural Environment Research Council (NERC) funded "Environment from the Molecular Level" [1].
During the first years of the projects we have developed applications or modified existing applications for managing data files, data discovery and annotation of data with metadata. These applications help the scientists to manage their data files and provide a number of web interfaces to classify their data using topics and annotate using metadata. Metadata includes details of the person who created the data, programs and facilities used and the location of associated data files e.g. input and output files from a computational calculation.
One of our major software products, the CCLRC Data Portal [2], employs Web Service technology extensively. Users search across multiple facilities for data they are interested in, by selecting a topic from a hierarchical classification system. The user may then elect to download the data or transfer it to another machine. The Data Portal is deployed on a number of UK e-science projects. 

The facilities each have their own relational database that holds metadata. The metadata contains provenance information i.e. the who, why, where of a particular study as well as links to associated data files held elsewhere. Each study is assigned one or more topics and contains a number of datasets i.e. a directory of files. 
The Data Portal has a web interface that wraps a number of web services encompassing the core functionality. The web services may also be called directly to make use of all or some of the Data Portal functionality.
The data itself is stored on a number of repositories that are managed by SDSC's Storage Resource Broker (SRB) [3]. 
Background
Data management requirements

The scientists that we work with generate a large amount of data while running simulations or calculations and in many cases they have been stored on individual's machines or on the machines that are used for computation. This has made access to the data within and outside their particular groups very difficult. In addition, securing access to the data is complex due to the number of machines involved. There is a high risk of data loss as few backups are taken and this is disorganized.

To improve the situation a number of requirements have been established as a result of consultation with the scientists. 

The main aspects for data management are focused on management of files and their annotation with metadata.
File Management: the ability for users to store and access their input and output files that are created/generated from the many simulation runs. Initially a single file store may be sufficient, however later in the project, as the number of files increase, it is necessary to increase the number of storage devices and locate them at different sites. They may also want to share their files with scientists in their working group at different locations.
Metadata Management - allow scientists to create and edit metadata to catalogue their files and provide a file handles.  
In each case appropriate user interfaces will be necessary especially access via the web for project scientists and external parties once the data is published.
Progress so far
A number of middleware tools have been developed and deployed in the areas of file management and metadata management. These are the Storage Resource Broker for file management and the Data Portal. A relational database [4] housed at CCLRC is used to store metadata.

Storage Resource Broker

SRB is client-server based middleware initially developed in the mid-Nineties to provide uniform access interface to different types of storage devices. SRB provides a uniform API that can be used to connect to heterogeneous resources that may be distributed and access data sets that may be replicated. 

SRB is a means of allowing users to manage data storage and replication across the wide range of physical storage system types and locations available within UK e-Science, while still allowing having a single, stable access point to the data.
The SRB Client is an end user tool that provides a user interface to send requests to the SRB server. There are three main implementations of this: command line S-commands, MS Windows GUI InQ or Web based MySRB. A recent addition is the MySRB server component. This allows all access to storage via a thin client. The MySRB server is actually an application server middleware component that acts as a client to service multiple thin client sessions.

Metadata database

CCLRC has provided a relational database to store scientific metadata i.e. information about a particular area of study, who was involved, where and how it was it carried out. 
Here is an example of a metadata record of a study (table 1) and associated datasets (table 2).

	General details

	Title
	Non-stoichiometric surfaces of alumina

	Description
	We use DFT and a thermodynamical model to study the relative stability of low index surfaces of \alpha-alumina. 

	More datasets to add?
	In Progress

	Notes
	

	Start date
	26 May 2004

	End date
	

	Metadata created by
	/C=UK/O=eScience/OU=Authority/L=CLRC/CN=arnaud marmier

	On
	26-MAY-2004 13:05

	Investigators

	Dr Parker 

	University of Bath, University of Bath, , , Bath, , BA2 7AY, UK 

	Tel: +44 (0)1225 826505  Fax: 

	Email: steve@eminerals.org  

Web: http://www.bath.ac.uk/%7echsscp/  

	Dr Marmier 

	University of Bath, University of Bath, , , Bath, , BA2 7AY, UK 

	Tel: +44 (0)1225 386523  Fax: 

	Email: arnaud@eminerals.org  

Web: http://eminerals.esc.cam.ac.uk/eminerals/people/arnaud.html  

	Associated topics

	/Eminerals/Chemistry/Computational/Ab Initio and DF

	/Eminerals/Chemistry/Computational/Quantum Mechanics

	/Eminerals/Chemistry/Computational/Energy Relaxation

	/Eminerals/Chemistry/Inorganic/Structure

	/Eminerals/Surface Science/Adsorption of Molecules


Table 1 STUDY
	Dataset 1

	Name: alumina(10_1)

	Description: CONTCARS, analysis files

	Located at: srb://eminerals.dl.ac.uk//home/amr.eminerals/alumina.VASP/10_1

	Dataset created on: 26 May 2004

machine used: skein/sp2/mott

	Metadata created by: /C=UK/O=eScience/OU=Authority/L=CLRC/CN=arnaud marmier

	Dataset 2

	Name: alumina(0001)

	Description: CONTCAR (for vasp) and analysis files

	Located at: srb://eminerals.dl.ac.uk//home/amr.eminerals/alumina.VASP/0001

	Dataset created on: 26 May 2020 machine used: skein/sp2/mott

	Metadata created by: /C=UK/O=eScience/OU=Authority/L=CLRC/CN=arnaud marmier

	Dataset 3

	Name: alumina(01_2)

	Description: CONTCARs and analysis file for this surface

	Located at: srb://eminerals.dl.ac.uk//home/amr.eminerals/alumina.VASP/01_2

	Dataset created on: 26 May 2020 machine used: skein/sp2/mott

	Metadata created by: /C=UK/O=eScience/OU=Authority/L=CLRC/CN=arnaud marmier


Table 2 DATASETS
The metadata stores a wealth of information and includes the logical location of the data files in SRB. This allows the physical location of the data to be changed without affecting the logical location i.e. the SRB URL stays the same despite the change of physical location of the directory of files. The SRB has an additional "metadata" database called the MCAT. This simply stores the logical location e.g. srb://eminerals.dl.ac.uk//home/amr.eminerals/alumina.VASP/01_2 with the physical location of each file, along with access permissions and other information. 

Oracle 9.2.0.5 with Real Application Cluster technology was chosen to provide fast and reliable storage for both our metadata database and the SRB MCAT.
Metadata Editor

Using a web interface the scientists in the group can annotate datasets and enter the location of their datasets in SRB.
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Figure 1: Component diagram of interaction between computation and data storage
Data Portal

This provides high-level access to multidisciplinary data via the web, linking to existing or new data catalogue systems. These catalogues include metadata as well as links to the data itself. The data may be held in various storage resources from local disks, over databases to multi terabyte tertiary tape systems. At the moment all the data for the ematerials project is held in file storage managed by the Storage Resource Broker.

The DataPortal provides common search capability via a scientific metadata format in XML [5] developed by CCLRC. Information from the metadata database is transferred in this format. The common format also allows a cache to be held in memory of metadata from a number of metadata databases to be combined so a search across all of them is possible if desired.
The Data Portal is used to share data with interested parties and amongst the group. SRB can also be used to share files amongst the group.

Architecture of the Data Portal
The current version of the Data Portal uses a modular web services model. This is achieved using Apache's Axis implementation of the SOAP (Simple Object Access Protocol) [6] submission to W3C.  SOAP is a lightweight protocol for exchange of information in a decentralised, distributed environment. It is a XML based protocol, which defines a framework for representing remote procedure calls and responses.

Using SOAP and web services the Data Portal was decentralised into modules that represent an area of functionality.  For example, the Session Manager Web Service controls users' state, Authentication Web Service communicates with the MyProxy server [7] to authorise the user and Query & Reply Web Service sends queries to multiple XML Wrapper Web Services at each facility.  These services were platform and language independent allowing other services (other portals or clients) to communicate with the Data Portal regardless of the language that they were written.  

Vital to this version of the Data Portal is the Lookup module.  This is used for the publishing and finding Data Portal web service modules.  Essentially this acts as an interface to a Universal Description, Discovery and Integration (UDDI) [8] registry.  A module would query the UDDI and receive a Web Services Definition Language (WSDL) [9] file address for the module.  This is standard to describe the technical invocation syntax of a web service.  A module would use this file to invoke the web service that it needs. 

The Data Portal server hosts most of these services but also provides the user interface and manages the interaction with the user and all attached resources.
The server provides the user with a Web Interface (standalone web application running under Apache Tomcat) to search the existing metadata both on the server itself and the connected data holdings transparently. 
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Figure 2: Basic Search Page
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Figure 3: Interaction Diagram of "Search for Studies" Use Case

Data Download or Transfer

The metadata returned include links as a URL to the data location either via SRB or via another data storage protocol.

The Data Portal system also provides the facility to collect all relevant datasets / data files in his personal shopping basket, which can be kept from one session to the next if required.
After searching and browsing metadata the user can select datasets and add them to their shopping cart. To add a dataset to the shopping cart the Shopping Cart Web Service provides the following method:

public Boolean addToCart( String sid, org.w3c.dom.Element element) throws Exception

If the user later opts to download the dataset the Web Interface calls the SRB Download Web Service:

The Data Portal offers the user a range of functionalities like transfer (using GridFTP, download), delete (from shopping basket), or if available offer other grid services to the type of data.
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Figure 5: Shopping Basket screenshot
Summary of Service Interfaces

A sub-section of the methods exposed within the Data Portal architecture are explained in the following sections.
Authentication & Authorisation Web Service
int login ( String userName, String password, Integer lifetime )

This is the only method exposed. The userName and password are used to interrogate the MyProxy server and obtain a proxy certificate for the user.

Query & Reply Web Service

doBasicQuery(facilityList, topic)

Request to search the metadata archives in the facilityList where discipline is the search parameter. It sends the query to all the XML wrappers for each facility in the facility list, collates the replies and sends the resulting XML document back to the calling service or Web Interface.

Data Transfer Web Service

public static void transferFile(String fromURL, String toURL, String myProxyServer, String username, String password)

Transfers a file between two locations, authenticating to relevant GridFTP servers using a proxy credential retrieved from a specified MyProxy server.
fromURL: 
URL for the source file
toURL: 
URL for the destination file
myProxyServer: hostname of the MyProxy server from which to retrieve an authentication credential.
username: 
username for the MyProxy credential to retrieve.
password: 
password for the MyProxy credential to retrieve.

The format of the source and destination URLs may take either of the forms:

· {gsiftp,http,ftp,https}://hostname//fully/qualified/file/name

· file://fully/qualified/file/name

The first of these may be used for a remote destination, while the second is for a local file resource. If GridFTP URLs are specified for both source and destination, the third-party transfer mode will be used.

Clearly, a server must be available (using the corresponding standard IP ports) for whatever protocol is specified in a URL. In the case of GridFTP, authentication credentials must be presented to the relevant server. The DataTransfer module retrieves such a credential from a MyProxy server. The credential must have been preloaded into the server under the username and password specified in the web service call. If third-party GridFTP transfer is used between two remote locations, the same credential will be used at both source and destination.

Lookup Web Service

The Lookup web service performs UDDI lookups against the DataPortal private UDDI server on behalf of other modules or users.  The service allows modules to locate and call other internal DataPortal modules or external services provided by external facilities. 

String[] getFacilities()

This operation will return a String array containing a list of all the Facilities currently registered with the Data Portal as offering external services.

String[] getServiceTypes()

This operation returns a String array containing a list of all Service types supported by the Data Portal.  Currently the following are supported:

	ACM
	Access Control List      

	AUTH
	Authentication      

	LOOKUP
	Service Lookup      

	QNR
	Query and Reply      

	SESSION
	Session Manager      

	XMLW
	XML Wrapper      


Service types directly map onto UDDI Tmodel definitions.

String[] getServices(String facility)

When passed a valid facility name this operation will return a String array of the service types supported by the facility.

String[] lookupEndpoint(String[] facilityList, String serviceType)

Given a string array of valid facility names and a valid service type this operation will return an array of web service endpoints.  Where a particular service is not supported by a facility the endpoint returned is “null”.

Session Manager Web Service

public String startSession( String cert, String[][] permissionList ) throws Exception 
The Authentication Web Service calls this when a user attempts to login and provides the proxy certificate and the user's authorisation details. The session manager returns a session identifier.

public String[][] getPermissions( String sid ) throws Exception
This is called by other web services to first see if the session identifier that has been provided is valid and not timed out and also to get the user's authorisation details.

public Boolean isValid( String sid ) throws Exception

This is called by other web services to first see if the session identifier that has been provided is valid and not timed out.

public String getDName( String sid ) throws Exception

Returns the user's Distinguished Name (from their x.509 certificate).
public void endSession( String sid ) throws Exception
Called when the user logs off or the session times out.
public String getProxy( String sid ) throws Exception
Returns a delegated proxy certificate from the MyProxy Server.
Shopping Cart

The Shopping Cart Module stores the user's choices into a persistent data source allowing the user to see his results after he has logged off. It uses a postgres database to keep track of user's shopping carts. The cart is stored in the database as a xml blob and is mapped to the user from the Distinguished Name (DN) from their certificate.

Boolean getCart(Integer sid)

Talks to the session manager to retrieve the DN from the user's session id.  The user is returned the shopping cart in the form of xml. An example follows:

<?xml version="1.0" encoding="UTF-8"?>

<shoppingCart>

  <item type="File" url="http://yourmachine/tmp/lipr00010118">

    <notes />    
    <assStudy>ECMWF%2015%20Year%20Reanalysis%20Project</assStudy>

    <date>Fri Mar 07 11:49:17 GMT 2003</date>

    <name>lipr00010118</name>

    <url> http://yourmachine/tmp/lipr00010118</url>

  </item>

</shoppingCart>

Item type can be File, Dataset or Study.
Boolean addToCart(Integer sid, org.w3c.dom.Element element)

Retrieves the cart from the sid's associated DN.  Adds the element to the xml and puts it back into the database.

The xml is in the same format as the getCart() method.

Boolean removeFromCart(Integer sid, String[] url)

String getNote(String url, Integer sid)

String addNote(String url, String note, Integer sid)
Access and Control Web Service (one for each metadata catalogue)

The Access control Module resides on the data provider’s site. 

String getAuthorisationTokenInXMLString(String userCert)
Returns an Authorisation Token (XML file containing the user's roles for viewing data) after querying it's local database.
XML Wrapper (one for each metadata catalogue)
Each XML Wrapper Modules connects to a data provider, specifically a relational database of metadata.  It converts the linked values in the relational metadata database and converts them into the hierarchical CLRC metadata format in XML.

These Wrapper services are called using a standard API and whole metadata records in the CLRC format are returned.

org.w3c.dom.Element getXML(java.lang.String topic)

The wrapper sends an SQL query to the database to select studies and their datasets that are categorised under topic. The results are converted into an XML document and returned.
Technologies Used

Web Services

· Axis 1.0

· WSDL4J

· UDDI4J

· Wasp 4.6 UDDI

Web Technology

· JSP 2.0

· Servlet 2.4

· Tomcat 5.0

IDE

· NetBeans 3.6

Other

· JDBC 2.0

· JNDI

· Globus Java Cog Kit
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