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Abstract. This paper presents a non-uniform static analysis for SPIKY,
an extension of the spi calculus with capabilities for PKI operations. The
analysis, which follows a denotational framework, captures the property
of term substitutions resulting from communications, cryptographic and
PKI capabilities. The results of the analysis are used to formalise def-
initions of two security properties: the term secrecy and (un)certified
peer-entity participation.

1 Introduction

In [7], an extension of the spi calculus [1] called the SPIKY language was intro-
duced to clarify some of the issues related to key usage in spi calculus protocol
specifications, like the validity of key-user bindings and users’ ownership of pro-
cesses, by making use of special primitives for performing Public-Key Infrastruc-
ture (PKI) key-retrieval operations. These included primitives for the retrieval
of private and public parts of key pairs belonging to PKI users registered in
the domain of the underlying PKI state. The primitives express both certified
and uncertified public key-user bindings. Uncertified bindings are necessary for
the modelling of protocols designed to run over devices with relatively limited
computational power, e.g. handheld PDAs.

In this paper, we construct a non-uniform static analysis for the SPIKY
language that captures the property of term substitutions occurring in PKI
systems. In particular, the analysis captures PKI users sending and obtaining
the substituted terms. Based on this information, it is possible to formalise
security properties like for example, whether a user is capable of learning a term,
and whether a user can (possibly) confirm that another user has participated
in an instance of some protocol. To demonstrate this latter property, consider
the following simple protocol between A and B, assuming they both know each
other’s public keys, K;"’ and Kg, and N4, Np are fresh nonces:

Messagel A — B:A /Ny
Message 2 B — A: B,Ng, [{NA}]K];
Message 3 A — B: [{NB}]K;
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A specification of this protocol in the spi calculus will necessarily make the
assumption that the public key Kg (respectively KX) must be validly bound
to B (respectively A), and that the partial correctness property of the protocol
terminating will ensure that B (respectively A) participated in the protocol,
even in the presence of middle-man attacks. Using the key retrieval capabilities
of SPIKY, it is possible to assert this binding formally. Moreover, our static
analysis will formally detect the fact that (un)certified public keys were used to
arrive at the fact that B (respectively A) participated in the protocol, and that
the private keys used in the signatures were not leaked to third parties.

The static analysis presented in this paper is directly related to previous
analyses [3,4,5,6], which were designed to capture the term substitution property
for systems specified in the w-calculus and the spi calculus. The main novelty
about the current analysis is that it can deal with systems equipped with key
retrieval capabilities over the underlying PKI state.

The rest of the paper is organised as follows. In Section 2 we review the
syntax of the SPIKY language. In Section 3 we extend the domain model of [4]
to SPIKY processes and we build a denotational semantics for the language. In
Section 4, we give an extended semantics that captures the property of term
substitutions in SPIKY language. This semantics is safely abstracted in Section
5. In Section 6, we formalise the security properties based on the results of
the previous section and in Section 7, we review a simple example of a mobile
authentication protocol. Finally, in Section 8, we conclude the paper.

2 The SPIKY Language

We review here the syntax of the SPIKY language introduced in [7]. The syntax
consists of terms, processes, systems and protocols, as shown in Figure 1. The
syntax of terms and processes is mostly similar to that of the spi calculus, except
for the following differences, which occur in the syntax of processes:

— The signature with recovery validation process, case L of [z} in P,issim-
ilar to its counterpart in the spi calculus, whereas the signature with appendiz
validation process, [[{L, M }|n]P, behaves as P only if L is the signature
[{M}]x- and N is the public key K, otherwise, the process will block.

— Abstraction instantiations, A(M), substitute x in the definition, A(z) £ P,
where z is bound to P, by the term M yielding a process P[M/z]. In order
to simplify our static analysis, we consider only non-recursive definitions.

— The processes, let © = private(M) in P, let © = public(M) in P and
let © = certified(M) in P, attempt to retrieve the private, uncertified and
certified public keys, respectively, of the PKI user, M. If successful, the re-
trieved key, k, substitutes x, and the process continues as P[k/z], otherwise,
the process blocks. The success or failure of these key-retrieval processes
depends on the identity of the owner of that process.

In addition to terms and processes, systems formalise the idea of the ownership
of a user, N, to a process, P, written as [P]", where N must reduce to an
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L,M,N := terms
a,b,c,k,m,n e N names
z,y,z,v,w €V variables
A, B,C,U € AG agents
{M}n symmetric encryption
{M}~ public-key encryption
KMy~ digital signature
(M, N) pair
Mt public key component
M~ private key component
P,Q,R = processes
M(N).P output
M(z).P input
P|Q parallel composition
(vn)P restriction
P replication
[M is N]P match
0 null
let (x,y) = M in P pair splitting
case L of {z}n in P symmetric decryption
case L of {{z]}n in P public-key decryption
case L of {z}]n in P signature with recovery validation
[{L, M}]N]P signature with appendix validation
A(M) abstraction instantiation
let © = private(M) in P private key retrieval
let x = public(M) in P public key retrieval
let x = certified(M) in P certified public key retrieval
E,F,G == systems
E|F parallel composition
(vn)E restriction
[P] N process ownership
Prot BES protocols
(0,E) (PKI state, system) pair

Fig. 1. The syntax of the SPIKY language

agent’s name. Systems can also be composed in parallel and new names can be
introduced within the scope of a system. Finally, a protocol is a pair consisting
of a PKI state, 0 : AG — N, and a system, E. A PKI state maps distinct
names of PKI users (agents) to their corresponding key pairs. The details of the
actual binding of users to key pairs are abstracted, as well as the mechanisms
for revocation. In general, § is assumed to be up to date when a protocol is run.

In the following sections, we assume that the notions of a-conversion and term
substitution as well as free and bound names and variables of terms and processes
all apply as usual. We also assume that there are no occurrences of homonymous
bound names and variables. Finally, in any protocol, we assume that there are
only finitely many agents, possibly with replicated process behaviour.

3 A Domain-Theoretic Model

We introduce here a domain-theoretic model for closed processes in the SPIKY
language that is an extension of the model originally given in [4] for the spi
calculus. Our model is based on the following predomain equations:
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Spiky = 1+ P(Spiky | + In + Out)
In = N x (T — Spiky )
Out 2 N x (T x Spiky, + N — ...N — (T x Spiky | ))

1
2
3
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(
(
(
(
(
(
(

U — T L D O

T = N + Sec + Pub + Sig + Pair 4
Sec =T x N 5
Pub=T x N 6
Sig =T x N 7
Pair =T xT 8

Where Spiky | is the domain of processes, In and Out are the predomains of
input and output actions, respectively. Input actions are modelled as pairs; a
name, N (the channel), and a function, ' — Spiky |, that can be instantiated
with a term, T, yielding a process in Spiky | . Output actions are divided into
free and bound output actions. These are pairs consisting of the channel, NV,
and either another pair, T' x Spiky | , denoting the message, T', and the residue
Spiky | (free outputs), or composed functions, N — ...N — (T x Spiky ),
that introduce new names to the message, T', and the residue, Spiky | (bound
outputs). P(—) is Plotkin’s powerdomain [8] applied to the disjoint union of in-
put, output and silent actions (the latter represented by Spiky ) to construct
Spiky. The one-element predomain, 1, representing terminated (deadlocked)
processes is adjoined as in [2, Def. 3.4]. The flat predomain of closed terms,
T, is defined as the disjoint union of the predomains of names, N, secret-key
ciphers, Sec, public-key ciphers, Pub, digital signatures, Sig, and pairs, Pair.
The predomains Sec, Pub and Sig are represented as pairs, T' X N, where the
term, T, is encrypted/signed using the key, N. There is no predomain of vari-
ables as part of the definition of T' since we only deal with closed semantic
terms.
The following functions are also defined, leading into Spiky , [2, Def. 3.3]:

0:1— Spiky 9)

{ = : (Spiky L + In + Out) L — Spiky, (10)
W: (Spiky | x Spiky | ) — Spiky | (11)
new : (N — Spiky | ) — Spiky | (12)

The empty set, (), is required to represent inactive processes. The singleton
map, {| — [}, creates elements of Spiky, from elements of input, output and
silent actions, and W, is the standard multiset union operator representing non-
determinism. Finally, new is used to interpret the effects of restriction.
Concrete elements of t € T include names, a, b, ¢, secret-key ciphers, sec(t, k),
public-key ciphers, pub(t, k), digital signatures, sig(t, k), and pairs, (¢t,t'). Ele-
ments p € Spiky | include the bottom element, {| L[}, the empty set, @ (where
{|L[} € 0), input actions, {in(a, \y.p)[}, free output actions, {out(a,t,p)[}, bound
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new(An.0) = 0
new(An.{L[}) = {qu_)l} "
] , ifa=n
new(An.{lin(a, Az.p)[}) = {in(a, Az.new(An.p))[}, otherwise
s ?f a=n
new(An.{out(a, t, p)[}) = fout(a, An. (&)1 1afn’rcll i Zﬁ(z)

{lout(a, t, new(An.p))[}, otherwise
new(An.{out(a, A\m1 ... Amy.(t,p))[})
s ifa=n
{lout(a, An.Am1 ... Amy.(t,p))[}, if n € n(t) and n # a
{lout(a, Am1 ... Amy.(t, new(An.p)))[}, otherwise
new(An.{| tau(p)[}) {ltau(new (n.p)) )
new(An.(p1 W p2)) new(An.p1) W new(An.p2)

Fig. 2. The concrete definition of new over elements p € Spiky |

output actions, {Jout(a, Anq ... An,.(t,p))[} silent actions, {tau(p)[} and sums,
p W g. The effects of restriction are interpreted by defining new as in Figure 2.
These effects lead to the blocking of processes attempting to communicate over
fresh, non-extruded channels and the transformation of free outputs to bound
outputs whenever the message of communication is a fresh name. Otherwise,
new has no effect and it is simply distributed over .

The denotational semantics for the SPIKY language is given as a semantic
function, S(E) p ¢s 0 € Spiky, , defined by the set of rules of Figure 3. The
0 environment is defined as the PKI state of some protocol, such that 6(U) is
a name representing the key pair associated with the user, U, where §(U)T is
the public part of that key pair and #(U)~ is the private part. The multiset,
p, is used to hold systems composed in parallel with the analysed system and
{ — [} and & are overloaded from their definitions in (10),(11) to deal with p.
Furthermore, rule (R0) is used to interpret the contents of p. The environment,
¢s : V. — T, where V is the flat predomain of variables, captures any term
substitutions that occur in the semantics'. The special function, ¢s, returns the
semantic value of a term:

s (M), fMeNAMeV
sec(ps(¢ps, M'), ps(ds, N)), it M = {M'}n
Vs, M : ps(ps, M) = § pub(ps(ds, M'),¢s(¢s,N)), if M = {M'}n
Sig(<ps(¢$7M/)a<pS(¢S7N))v it M= [{M/}]N
(505(¢S7N)7¢5(¢S7L))7 lfM:(NvL)

Rules (S0A) and (S0B) interpret parallelism and restriction between two sys-
tems by joining the parallel systems to p and using the new operator, respec-
tively. Rules (§1)—(S16) deal with process ownership by cases. Rule (S1), deals
with output actions taking into consideration any communications that may
occur between the output channel and appropriate input channels guarding
processes in p. The ¢s is updated appropriately with the substituted seman-
tic elements. Rules (S§2) deals with input functions leaving out communica-
tions since these are considered in (S1). Rule (S3) interprets directly parallel

! Note that initially, Vu € V + N : dso(u) = u.
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(S0A) S(EFD p 65 0 =ROETE{F} 8] b5 0

(SOB) S((wm)E) p gs 0 = new(An.RI{E} W p) ¢s 0)

(81 S(M(L).P1Y) p ¢s 0 = , /
(¥ {tau®RUIPIZYwpl[P1Y /M (2).P17T) o' 61})

[M/(2).PU ep
W {out(ps(bs, M), ps(ds, L), RUTPIVY @ o) 6s)]
where, ¢'S = ¢s(z — ps(¢s, L)]
and, ps(¢s, M) = ps(¢s, M') € N
(82) S(M(y)-P1Y) p ¢s 6 = {lin(ps(ds, M), \y. RUHITPIY} wp) ¢s 0)}
where ¢s(¢ps, M) € N
(83) S(PIQ1")pos® =RUPIVICAIQ}Wp) és 0
(84) S([(wn)P1YD p bs 6 = new(Mn.RUTPIV[} W p) és 6)
(85) S(P17) p ¢s 0 =Ur
where, F = {{| L}, S([T] P[brnwi(P)/bnv(P)1Y ] p s 0 | i =0...c0}

and, bnv; (P) = {z; | * € bnv(P)}
(86) S([[M is NIP1Y) p ¢s 0 =
{ RUTPIV} W p) ¢s 0, if ws(ds, M) = ps(¢s, N)
0, otherwise
(87 S([01"D p 65 0 =90
(58)  S([let (z,y) = M in P1Y) p ¢s 0 =
{ RUTPI7} @ p) ¢slz ity = t'] 0, if ps(bs, M) = (t,t')
0, otherwise
(89) S([case L of {x}n in P1Y]) p ¢ps 6 =
RUITPIVD 8 p) dslo ] 6, if ps(bs, L) = sec(t, k) and ps(ds, N) = k
0, otherwise
(S10) S([case L of {lan in P1V) p és 6 =
g({{l (P17} Wl ¢sle — t] 0, if ¢s(9s, L) = publt, k*) and ¢s(és, N) =k~
S otherwise
(811) S([case L of [z}~ in P1Y]) p ¢ps 6 =
{ RUTPIV W p) ¢ 0, if ps(bs, L) = sig(t, k™) and ¢s(ps, N) = kT
where, ¢'s = ¢s[z — t]
s otherwise
(S12) S[ KL, MY 1P1V] p és 0 =
{ RHTPIV} wp) ¢s 0, if ps(bs, L) = sig(t, k™) and ps(ds, N) =kt
and ps (s, M) = t
0, otherwise
(S13) SITAMNIY) p és 0 =
{ RUTPI e ) ¢5 0, where A(z) £ P and ¢s = ¢s[z — ws(¢s, M)]
s otherwise
(814) S([let « = private(M) in P1Y) p s 0 =
{ RHTPI W o) ¢slz— 0(U)7] 0, if ps(ds, M) = ps(s,U)
0, otherwise
(815) S([let « = public(M) in P1Y)) p ¢s 0 =
RETPIIL W p) ¢sle — 0(U)T] 0, if ps(ds, M) = ps(ds,U)
W RUMPIYI @) dslz — 6(U)*] 6, otherwise

U’edom(0)
(816) S([let « = certified(M) in P1Y) p ¢s 6 = R({[PIYV ]} ¥ p) ds[z— 0(M)T] 0
(RO) R(p) ¢s 0 = EL*Z S(E) (P\{EL}) ¢s 0

Fig. 3. The standard denotational semantics of the SPIKY language

composition by the addition of the parallel subprocesses to p. Rule (§4) uses
new to interpret the meaning of a restriction. Rule (S5) interprets a replica-
tion, [!P]Y, as the least upper bound of the infinite poset . This least upper
bound represents the least fixed point meaning of !P. Due to the fact that the
semantic domain, Spiky | , is infinite, the calculation of this least fixed point may
not terminate within finite limits. The rule also uses a labelling mechanism to
rename all the bound variables and names, bnu(P), of the spawned processes
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by subscripting those variables and names with a number signifying process
copy.

Rule (86) resolves the meaning of two terms using ¢s. Rule (S7) interprets
the meaning of a null system as the empty set mapping, (). Rule (S8) splits
the elements of a pair term. Rules (§9)—(S12) deal with cryptographic systems
for the decryption of symmetric and public-key ciphertexts and signatures with
recovery and appendix validations. A residual system, [P]Y, signifying the suc-
cess of the operation is added to p, else, if the operation fails, (} is returned
instead. Rule (S13) interprets the meaning of abstraction instantiations directly
by adding the definition to p and updating ¢s with the substituted term. Rules
(814)—(816) deal with PKI operations for retrieving private, uncertified and cer-
tified public keys. This is done using the PKI state, 6, and the user owning the
system, U. The uncertified public key operation offers less guarantees (if the
owner of the process requires other users’ keys), therefore, it may return the
public key of any PKI user, U’, in dom(6). On the other hand, the certified ver-
sion is always guaranteed to return a valid public key, regardless of the owner’s
identity.

4 Non-standard Semantics

We extend here the standard semantics of the previous section to a non-standard
semantics that captures the property of term substitutions. Hence, the mean-
ing of a system is now given as a special environment, ¢g : V — (T x AG x
AG), which maps each variable of a closed system to a set of triples repre-
senting semantic terms that may substitute the variable, and names of PKI
users that instantiate and own that variable. Note that AG here represents the
flat predomain of agent names corresponding to the set AG. Since the non-
standard semantics is precise (copies of bound names and variables are always
distinct), each variable will be mapped to a singleton set per choice of control
flow.

A non-standard semantic domain, D; =V — (T x AG x AG), can be
constructed, ordered by subset inclusion as follows:

Voe1,0e2 € D1t ¢g1 CEp, dpea = Ve €V 1 de1(x) C dea(x)

with the bottom element, | p , being the null environment, ¢go, that maps each
variable to the empty set. The union of environments operation, Uy, can also be
defined as follows:

V¢51,¢52 eD,,xeV.: (¢51 Ug ¢gg)(l‘) = ¢51($) U ¢52($)

The non-standard semantics of the SPIKY language is defined using the seman-
tic function, E(E)) p ¢e 6 € D, as illustrated in Figure 4. The definitions of p
and 6 are as in Section 3. The definition of the special function, ¢ allows for
the meaning of a closed term to be computed under some ¢g:
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(0A) E(E T F) p ¢e 0 RU{EFW{F}Wp) ¢c 0
(€0B) E((vn)E) p dc 0 RUHEL W) ¢¢ 0
(€1)  E(M(L).P1Y) p de 6 = Us b Us oe
[M/(z).P1U" p
if, pe (e, M) = pe(de, M') € N
where, ¢ = R{ITP17[} wp[[P'1Y /M (2).P17]) ¢
and, (25/5/ = ¢elz — {(pe(pe, L), U, U )} 6
(£2) EQ[M(y).P1Y] p 6 0 = e
€3) QP QV) poe 0 =RUPIHA[QIU} o) de 0
(€4) E([(wn)P1Y) p de 0 = RA{[PIV]} @) pe 0
€5) EPIDpded  =UF
where, F = {Lp ,&( [HP[bnvi(P)/bnv(P)ﬂU Dpope 6] i=0...00}
and, bnv;(P) = {z; | x € bnv(P)}
(6) EQIIM is NIP1V] p e 0 =
RUTPI W o) ¢e 0, if pe(ds, M) = pe(ge, N)
de, otherwise
(€7)  £([01Y) p ¢e 6 = ¢¢
(€8) E([let (z,y) = M in P1Y) p ¢e 0 =
5([{' [P]U‘} o) gelz— {(t,U,U)},y+— {(tlv U,U)}] 0, ift}fg(¢'£7 M) = (tvtl)
£, otherwise
(£9) E([case L of {x}n in P1Y) p e 6 =
{ RUPIVI @ p) dele — {(t,U,0)}] 6, it pe (de, L) = sec(t, k)

and pe(ge, N) = k
P, otherwise
(£10) E([case L of {lelin in P1U] p ¢ 0 =
{ RUPIV} W p) delz — {(t, U, U)}] 0, if ps (e, L) = pub(t, k™)
and pe(ge, N) = k™
de, otherwise
(E11) E([case L of {a)n in P1Y]) p e 6 =
RUTPIVL W p) delz — {(t, U, U} 0, if pe(pe, L) = sig(t, k™)
and @g(pe, N) = kT
de, otherwise
(€12) £ KL, MYn 1P1V) p ¢ 0 =
{ RUITPIV W p) de 6, if ps(de, L) = sig(t, k™) and pe(ps, N) = k™
and ge(¢pe, M) =1
P, otherwise
(£13) E(TAMMIY) p ge 0 =
{ Z;([{I (P17} w p]) dele — {(pe(de, M), U, U} 6, thffre A(x) 2 P
(€£14) 8([f§ét x = private(M) in P1Y]) p ¢ 0 =
{ RUITPI w ) delo — {(OU), U, U)}] 6, if pe (e, M) = e (de, U)
P, otherwise
(£15) E([let = = public(M) in P1Y)) p ¢e 6 =
RUITPI7[ @ p) delz — {(O(U)*F, U, U)}] 0, if pe (e, M) = pe(¢e, U)
Us RUTPTYBwp) pelz — {(8(U)T,U,U)}] 0, otherwise
U’edom(0)
(£16) E([let © = certified(M) in P1Y]) p ¢ 0 =
ROUITPIY W ) delo — {(6(M)F, U, U)}] 0
(RO) R(p) ¢ 0 = U, E(ED (P\{IEL) ¢¢ 0

Ecp

Fig. 4. The non-standard semantics of the SPIKY language

t, if M eVA
de(M) = {(t,U,U")}
M, if MeN

) sec(pe(pe, M), pe(de, N)), it M = {M'}n
pe(pe, M)* = q pub(pe(de, M'), pe(pe, N)), if M = {{M'}n
sig(pe(¢e, M'), pe(de, N)), if M = [M'}|n
(pe(pe, M), pe(pe, M")), it M =(M',M")

2 Note that the case where M € V A ¢g(M) = {} will never occur for closed terms.
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The main difference in this semantics as compared to the standard semantics of
the previous section is the fact that the meaning of a process is a ¢g environment
rather than an element of Spiky | . Note again the difference in performing uncer-
tified versus certified public key retrieval in rules (£15) and (£16), respectively.
In the former case, the owner of a process may obtain any public key stored in
0 when asking for some other user’s public key without any guarantees as to the
validity of the key-user binding (unless the owner asks for its own public key).
In the latter case, this requirement is always guaranteed to return a public key
that is validly bound to its user.

5 Abstract Semantics

One problem with the non-standard semantics of the previous section is that it is
not guaranteed to terminate due to the possibility of infinite behaviour resulting
from the presence of replication. Therefore, it is necessary to introduce a safe
abstraction that limits the size of the semantic domain. This abstraction is a
variation of the abstraction used in [3,4,6].

We begin first by assuming a predomain of tags, Tag, ranged over by t,,t,
where t is the tag of a generic term, ¢ is the tag of a name or a variable, and £ is
the tag of a complex term (ciphertext, signature, pair). Next, we appropriately
tag M, M' in N(M).P, let (x,y) = (M, M") in P, case {M}n of {x}n' in P,
case {{M}n of {z]}n+ in P, case [M}|n of {z}]n in P, A(M), and tag each
of private(M), public(M) and certified(M) in the syntax. Furthermore, the
following functions are defined over tags and systems:

— value_of ({t1,...,tn}) = {Mi,..., My}, which when applied to a set of tags,
{t1,...,tn}, returns the corresponding set of terms, {My,..., M,}.
— tags_of (E) = {t1,...,tn}, which when applied to a system, E, returns its set
of tags, {t1,...,tn}.

We now introduce the a3 abstraction function, which keeps to a finite level,
the number of copies of bound variables, bound names and tags.

Definition 1. Define oy : Nx N x (V + N + Tag) — (V*# + N* + Tagﬁ):

tr, if M =t; € Tag and i > k
tp,if M =t; € Tag and i > k'

VM € (V4+N+Tag), i k,k' e N:app(M)=< xp, if M =2, €V and i > k
ag, if M =a; € N and © > k
M, otherwise

The resulting abstract predomains, V%, Nf and Tagﬁ, can be defined as VF =
V\{z; | j > k}, N = N\{a; | j > k} and Tag* = Tag\({i; | j > k} U {F; |
i > k'}). Informally, k constrains the number of bound variables and names, and
tags of primitive terms, whereas k' constrains the number of tags of complex
terms. In effect, constraining the tags of primitive terms implies limiting the
copies of bound names and variables carrying the tags, whereas constraining the
number of tags of complex terms means limiting the depth of data structures.
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For example, in the process !(vn)a(n?) | la(z), it is possible to spawn infinite
copies of each replication, (vny)a(n}') | a(zi) | (vn2)@an?) | a(xs) | ...
It is clear that ¢ is an indicator to the number of copies n has after spawning
each process. On the other hand, the process la(z).@({z}}) | @(b), which also
spawns a(z1).@({z1}}") | a(x2).@({z2}{?) | @®) |... demonstrates the role of
t as an indicator to the number of times the ciphertext, {z}, is applied to b.

Using ay pr, we construct ¢4 : V¥ — p(Tagii x AG x AG), with a meaning
similar to ¢¢ in the previous section. Furthermore, a domain, Di =Vt -

o(Tag® x AG x AG) is formed as follows:

Va1, 642 € DY, w € VF:da1 Ep daz & dar(w) C daz(w)

with a bottom element, L D> representing the null environment, ¢ _49. Taking

Dti as the abstract semantic domain, we can define the abstract semantics of
the SPIKY language using the function, A(E]) p ¢4 0 € Di, as shown in Figure
5. The definitions of p and 6 are as in the previous sections. The special func-
tion, 4, returns a set of terms corresponding to a term, M, given substitutions
captured by ¢4, as follows:

palpa, M) = (da, M),

where, M’ = Moy i (t)/t][ak i (z)/x] [k 5 (n)/n], for all tags, ¢, names, n, and
variables, x, of M,

and ¢/, (¢4, M)s = if M € s then {} else

Ou(@da; L)sugary if M eV
Levalue-of (fst(pa(M)))
{M}, if, M e N
{{NI tL’ | N’ € @:4(¢A7N)SU{M}7L/ € @:4(¢A?L)SU{M}}? lfa M = {N}tL
(VT | V' € @la(6a Mot L' € (64 Dian ) 18, M = (V)]
AN | N" € @a(da, N)suqary, L' € @l4(da, L)suqany b if, M = [N}
{(Llle/Q)z | L} f’f Oa(ba; L1)sugary, Ly € @4 (da; L2)sugary s
if, M = (L, Lo

We describe a few rules here. Rule (A1) deals with the case of output actions,
dealing with possible communications with appropriate input actions in p. The
tag of the output message is registered in ¢ 4 as a value for the input variable.
The semantics is imprecise, since ¢4 only captures an abstract tag as a value
for an abstract variable. Rule (A5) introduces the functions:

ren(x,i) = fold sub; (fold sub; x bnv(x)) tags_of (x)
fOZd f € {xla"'axn} = f(xna"'af(xhe)"')
sub; x y = ylx;/x]

which are used in the definition of the least fixed point meaning of a replicated
process. This meaning is defined as the least upper bound of the set F, which
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(A1)

(A2)
(A3)
(A4)
(A5)

(A6)

(A7)
(A8)

(A9)

(A10)

(A11)

(A12)

(A13)

(A14)

(A15)

(A16)

(RO)

(A0A) A(ETF) p ¢a 0
(A0B) A((vn)E] p a0

RUEYW{F}Wp) ¢a 0
RUER Wp) da O

U¢ ¢ZA Ugp da
[M'(z).P1U"ep
if, pa(da, M)Na(da, M)ON # {} )
where, ¢’y = R{I[P1Y [} w p[[P' 1Y /[M'(2).P TV]) ¢4 6
and ¢4 = dalay k(2) = palay 1 (2)) U {(ay (1), U, U)}]

A(TM(LY).P1Y]) p ¢ 6

A([M (y).P1YD p ¢4 0 =

AP Q1Y) pda b =RUMPTVRW{TQIV}wp) a6
A([(vn)P1Y) p ¢ 0 =RU{PIV} o) ¢4 0
AMP1IYD p ¢ 0 =Ur

where, F = {J-Dﬁ VA( [Tren(P,i) ) p pa 0] i =0...00}
! /

A(TIM is NIP1U]) p 64 60 =

RUTPIIB W) ¢a 0, if oalpa, M) Npalda, N) #{}
¢4, otherwise

A([01Y]) p ¢4 0 =¢a
A([let (z,y) = M in P1Y]) p ¢4 6 = )
Us RUPHWp) ¢4 0,if (LY, NY) € pa(pa, M)

(LN )Ep 4 (¢ 4, M)

where, ¢4 = ¢palay, y(x) — ¢palay 1 (2)) U {ay 1 (1), U, U},

g (¥) = dalay w (y) U{ay . (t), U, U}

A otherwise
A([case L of {z}N in P‘\U]) pda b=
Ue RHPHWp) ¢y 0, if, n € pa(da, N)

{Mt}ynep A(d4,L)
where, ¢y = palay 1 (2) = dalay () U {(ag (1), U, U)}]

ba, otherwise
A([case L of {zn in P1Y) p ¢a 0 =
Usg RHPRYp) ¢4 0, if, n~ € palda,N)
{[Mt]}n+ €pp(Pa,L)
{ where, ¢’y = ¢palay, 1 (x) — ¢pa(ay o (2) U {(ay 41 (t), U, U)}
bA, otherwise
A([case L of [z~ in P1V) p ¢4 0 =
Us RUIPH W p) ¢4 0, if, nt € pa(da, N)
(MY, € a(da.L)
{ where, ¢’y = ¢palay, 1 (x) — dpa(ay 1 (2) U {(ay 41 (t), U, U)}
PA, otherwise

AT KL, MAn 1P1Y]D p b4 6 =
RHTPIV wp) ¢a 0,
g3n+ E 0a(pa, N),{BY, — € palda, L) AB" € pa(dpa, M)
A, otherwise
A(TAM YD p da 0 = RMHITPIV]} @ p) ¢4 0 where, A(z) £ P
and ¢/y = palay g (@) = dalay p (@) U {(ag 4 (1), U, U)}
A([let x = private(M)* in P1Y]) p ¢4 6 =
RUTPIVN @ p) dalay, (@) = dalog,w (@) U {1 (1), U, U 6,
ifU € pa(¢pa, M), where, private(U) = 6(U)~
¢4, otherwise
A([let z = public(M)" in P1Y]) p ¢4 0 = RU{[PIV [} p]) ¢4 6
where, ¢’y = dalay 4 (z) — ﬁA(ak,k’(I)) U({(ak,k/)(t)» U, U)}
_[{eU)T}, ifU € ba, M
and, value-of ({t}) = { oWwHt v e dfn;‘(@)?, otherwise
A([let z = certified(M)! in P1Y)) p ¢4 0 =
RUITPITR W o) daloy i (@) = daloy o () U{(oy 4 (), U, U)} 6,
where, certified(M) = 6(M)T
R(p) ¢4 6 = U, AUPID (\ITP17]) ¢a 0

[P1Uep

Fig. 5. The abstract semantics of the SPIKY language
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can only be finite in this semantic. As a result, the termination of the least fixed
point is formalised as follows.
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Theorem 1 (Termination of the least fixed point calculation)
The calculation of rule (A5) terminates.

Proof Sketch. To prove the termination property, it is necessary to satisfy two

requirements. First, the semantic domain must be finite. This is satisfied by the

definition of Dﬁ_, where Tag and AG are both finite. The second requirement is

that A([T]P1Y]) p ¢4 0 must be monotonic over P, i.e. A([T][P]Y]) p ¢4 0 Cpe
K]

Aqrglpfffp poab. 0

We can state the safety of the abstract semantics by the following theorem.

Theorem 2 (Safety of the abstract semantics)
vpapaq&ga(ﬁA,kaklvg(”PWUD P ¢5 0= (pagb:‘,‘)?A(”PWUD P ¢A 0= ¢:4 :
(HM,DS : gog(¢g,M) c (f)g(:ﬂ) =

t € palagr(x)) Mt e value_of ({t}) A M?* = fold subg.pr M nv(M))
=

M,z : pe(pe, M) € ¢e(z) =

3t € ¢y (ap () : M* € value_of ({t}) A M* = fold subg.pr M nv(M))
where, subkr Yy = ylogr (z)/x]

and, nu(M) is the set of names and variables of M

Proof Sketch. The proof is by induction over the structure of the abstract se-
mantics and relies on first proving the safety of the Uy operation. |

The theorem states that for any term, M, captured in the non-standard se-
mantics by including its pg(¢%, M) value in the value of a variable, ¢} (z), then
that corresponds to capturing a tag, t, in the abstract semantics, by ¢'4 (o i ()).
The appropriateness of ¢ is expressed by the ability to obtain (by folding) an
abstract form, M* = fold subk, iy M nv(M), of the concrete term, M, by evalu-
ating t using value_of. More concisely, every concrete term, M, captured in the
non-standard semantics is also captured in the form of the corresponding ab-
stract tag, ¢, in the abstract semantics. From now on, we shall use the following
predicate, to denote the property that a term, M, is captured by an agent, B,
sent by another agent, A, given the results of an abstract semantics, ¢4, and
the constraints, & and k’:

def

captured(M, A, B, o4, k, k') =
3t € Tag’,z € dom(pa) : (t, A, B) € pa(z) A MH € value_of(t)

6 Security Properties

In this section, we formalise two security properties that can be checked by the
static analysis of the previous section. These properties are the term secrecy and
the peer-entity participation.
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6.1 Term Secrecy

We formalise the property that a term, M, is never leaked to some agent, U,
with respect to the results of the abstract semantics, ¢ 4, and using the captured
predicate defined in the previous section, as follows.

Property 1 (Secrecy of the term M w.r.t. U)
W' € AG : captured(M, U’ U, 4, k, k)

From now on, we write the predicate, secret(M,U), to indicate that M remains
secret with respect to U.

6.2 Peer-Entity Participation

Peer-entity participation means that an agent, A, knows to a certain degree of
certainty that another agent, B, has participated in a session of some protocol
in which A is also a participant. In reality, there are many scenarios that this
property could be established, both in its one-way and two-way forms. In this
section, we discuss one such scenario, where A creates a nonce, N, and N is signed
by B, then, provided that only B has the knowledge of its own private key, A
knows that B has just participated in the protocol if it receives back the signature
and is able to verify it. The degree of certainty to which A may establish the
property depends on whether A performs a certified or an uncertified retrieval
of the public key of B. In the uncertified case, A may still be able to raise its
degree of certainty by relying on trusted third parties to perform the certified
public key retrieval.

Based on this, we define the certified peer-entity participation and the uncer-
tified peer-entity participation, as follows.

Property 2 (Certified peer-entity participation of B by A)
captured(0(B) ™, B, B, ¢4, k, k') A

(3t € Tag,z € dom(da) : dalz) ={(t, A, A)} A O(B)** € value_of(t)) A
(AU, L : captured({LYloB)-,U, A, ¢4,k k') A

(WU’ : U’ # B = secret(0(B)~,U"))

Property 3 (Uncertified peer-entity participation of B by A)
captured(0(B)~, B, B, ¢4, k, k') A

(3t € Tag,x € dom(da) : (t, A, A) € pa(x) A O(B)F" € value_of(t)) A
(AU, L : captured({ LYloB)-,U, A, ¢4,k K')) A

(WU’ : U’ # B = secret(0(B)~,U"))

7 Example

We consider here an example of mobile protocol authentication taken from [7].
In this example, we have that agent A is running on a small device with com-
putational power insufficient for performing the full certification of the public
key of B, therefore it relies on a trusted server with much more computational
power to complete the verification process and forward its signed nonce to B:
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INIT(a,b,s,ch,ch’) 2 (v na)ch{a,ng).ch(b', ny, sig).
[b is b'] let k; = public(b) in
[ {sig, na}x,] let ko, = private(a) in
let ks = certified(s) in ch/({{[[ns Y., b, ko] k. )-0

RESP(b,a,ch) & ch(a',nag).
[a is ] let k, = private(b) in
(v ) ch(b,ny, {nak, ).ch(sig).
let kq = certified(a) in [ [sig,ny JJx,].0

SERV (a,s,chl,ch2) £ let ks = private(s) in
ch’(c).case c of {p[}x, in
let (sig,b, key) = p in
let k, = certified(b) in [key is ky|ch(sig).0

SYST 2 (v ch)(v ch)([INIT(A, B, S, ch,ch’)]* |
[RESP(B,A,ch)|®? | [SERV (A, S, ch,ch’)]®)

Fig. 6. SPIKY definition of the mobile authentication protocol [7]

(1), A—B:A /N4
(2) B— A:B,N,[Nallk,-

) A= S:{{NsYk, B Kp Jxs+
(4.) S—DB:[Npllk,-

The specification of this protocol in the SPIKY language is given in Figure 6.

7.1 Analysis Results

Applying A(SY ST)) p ¢4 0, for the uniform case, where k = k' = 1, we find that
Property 3 is satisfied for agent A, since captured([nqJ,, B, A, p.4, k, k') and A
can only verify the signature with uncertified public key for B. Obviously, A later
relies on the server, S, to compare the uncertified key of B with a certified version
that S is capable of retrieving. On the other hand, we find that Property 2 is
satisfied for agent B, since captured([ns}x,,S, B, ¢4,k k') is true and B can
verify the signature with a certified public key of A. Finally, we also note that
Property 1 is satisfied for the term, {[{ns}r,, B, kp]}x, with respect to all the
agents in the second protocol except the server, SERV (A, S, ch,ch’).

8 Conclusion

In this paper, we have presented a novel static analysis of PKI-based systems
that captures the property of term substitutions in SPIKY-based specifications.
The analysis was used to formally define the security properties of term secrecy
and peer-entity participation. For the future, we hope to implement the analysis
in some functional language, like SML or OCAML, and we plan then to use the
implementation to verify a number of protocols that use PKIs.
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