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Structure of the talk

e Data Sharing Agreements (DSA)

 The Consequence Approach

« STFC Scenario

« Defining a DSA — vocabulary and policies
« Walk through of a use case

e Summary of Main Advances
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DSA —roles & objectives ‘ Conalpucs

 Data Producers :
— Need to ensure that data Is
» Used for the intended purposes only
 Distributed to those who should receive it
* Used only by those who should use it
« Data Consumers
— Need to ensure that data is supplied
e to quality
e to time

 DSA between pairs or groups of enterprises (e.g. a supply
chain)

 DSA currently exist as paper MoU or Agreements

e Need for technical enforcement of DSA
2



Structure of DSA - 13/19 sections ‘ CON*&%NCE

Definition of terms

Parties to the agreement
Purpose of the agreement
Period of agreement
Justification for access
Description of the data

Data Quality - labelled
Description of the data users

Method of data access or
transfer

Location of data and custodial
responsibility

Restrictions on Data
Use.

Derived data
Dissemination to third
parties
Confidentiality
Disposal of data
Administration of the
Agreement
Breaches to the
agreement
Applicable Law
Signature
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Badly drafted DSA clauses ‘ condealfnce

« Redundant constraints:

5.8 Data or information acquired by one party from the other
under the Agreement shall not be disseminated
commercially or otherwise disclosed, transmitted or sold to
any organizations other than the parties to the Agreement ...

- Vague intentions can’t be technically enforced:

5.15 The parties agree to acquire and use data and
Information in a manner that respects the scientific value of
the data...

Environmental Data Sharing AGREEMENT Between Environment Canada, Pacific and Yukon Region
and British Columbia Ministry of Water Land and Air Protection, April 29, 2004
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Well drafted DSA clauses ‘ Conalpucs

e 5.9 Quality controlled data or information acquired by one
party from the other under the Agreement may be
disseminated or otherwise disclosed or transmitted
without cost to any individual or organization without the
need for written consent from the party that owns the
Information providing that (1) the data or information are
not modified, (2) the jurisdictional ownership is clearly
acknowledged and (3) the release does not compromise
the privacy or commercial competitiveness of the data
source;

e 5.10 Raw data or draft information acquired by one party
from the other under the Agreement may not be
disseminated or otherwise disclosed to any individual or
organization other than the parties to the Agreement
without the written consent of the party that owns the data
or produced the information;

 5.12 The Agreement authorizes the production,
dissemination and sale of derivatives by the parties.
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Language of agreements

Default — nobody can do anything

Authorisations
— Access authorisation
— Usage authorisation

Prohibitions
— Constraints within the authorisations

Obligations
— Timing

‘ CON{%NCE

* Pre-obligations — obliged to do something before an action
» Post-obligations — obliged to do something after an action

— Trigger event

» Authorisation events (e.g. When a user accesses a file)
* General events (e.g. When a security level changes in the

context)
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Context of the data access & usage ‘ CONQ\%NCE

« Who

— users or users in which roles can access & use data
 What

— What data or data types does the agreement apply to
 Where

— What location can the access & usage take place
 When

— What time can the access & usage take place
e How

— What functions in which software tools can be used
on the data

 Technological enforcement of DSA requires trusted

providers of context information
7



Consequence approach ‘ condtalpnce

* An Enterprise Rights Management (ERM) solution
Combine :

— Access control

— Usage control (UCON)

— Digital Rights Management (DRM)

e To support policies that can be technologically
enforced

* And that can be drafted by managers
e In an expressive language for DSA policies

 Which calls on trusted context authorities  when
evaluated
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Access & Usage Control ‘ condtalpnce

2 stages: Credential Authentication and Action Authorisation.

When a credential is presented to a controller it compares the
credential to an access control list, grants or denies the
presented request.

Conventional access control actions are provide discrete
access to a resource: read, write, delete, download.

Conventional access control requires access to the controller
and access control list — usually on-line.

Usage control (UCON since 2002) extends the set of actions
to address mutability (filter, merge, modify) to derive a new
data set from the original.

UCON is finer grained than access control and requires on-
going authorisation often off-line. To control fine grained
usage control the digital media are usually encrypted.

WWWw.consequence-project.eu




Digital Rights Management ‘ Conapuc

DRM technologies control use of digital media by preventing
access, copying or conversion to other formats by end users.

The usually authorise playing or viewing of digital media on
specific devices or by specific users.

They usually operate through the publication of a license with
the digital media which the player/controller can match to the
specific device or specific user when a request is made to
open the digital media.

Licenses usually have an expiration date. Device and user
Identity credentials are usually provided by the host platform.

Licences, the digital media and the player/controller are
stored together so that off-line access is supported.

To control off-line access the digital media is usually
encrypted.
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STFC Data Sharing Scenario ‘ condealpnce

A Research Council awards a grant to a consortium to study an enzyme
that is essential to the lifecycle of HIV virus.

*The project will pave the way for the development of new drugs

*The consortium includes researchers from several universities, and a
commercial partner.

«STFC ISIS facility beamline is used to:

— collect neutron diffraction patterns of an enzyme bound to the
Interacting host proteins

— Users will download data and analyse it locally

o« STFC store the experimental data

 Policies in DSA between STFC & universities
state who has access to it, where and when ?

11




STFC Scenario DSA Policies ‘ Congalpnc

e Authorisation Policies

1 Before the end of the three year embargo period, access
to the experimental data is restricted to the principal
Investigator and co-investigators.

2 After the embargo period, the experimental data may be
accessed by all users.

3 Beamline scientists can access image data related to or
produced on their experimental station.

* Prohibition Policy

4 Access to numerical data should be denied to users which
country is either Iran or North Korea.
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STFC Scenario DSA Policies Confalgnce

« Authorisation Obligation Policies - linked to policy 2

5 BEFORE a public user downloads data THEN the system
must notify the principal investigator.

6 AFTER a public user reads some data THEN the system
must log the event.

e Usage Policies - prohibition
7 IF a user does not use THEN that user cannot
transform experimental data into derived data.

e Declarations

Agreement start date and end date
ldentity of trusted context authorities
Duration of off-line usage license

13 Www.consequence-project.eu



What do users have to do ? ‘ Conapuc

Define the ontology and DSA user vocabulary:

— Protege V3.1.1, owl V1

Define the DSA policies

— DSA Authoring tool

Publish application terms

— Metadata Manager

Map application terms to DSA user vocabulary

— CNL/EPL config file GUI — one per domain/party
Define STS for context variables: UID, location, (time)
Define services to provide events (e.g. security level)

Define services to perform obligation actions & action
handlers,

Application - client, server
14



Consequence Architecture

15

Policy and Enforcement Sub system \

b

ﬁa Subsystem

a

—Server Components
Authoring SA Lifecyel
Enforcement WS PDP WS Tool/ Editing D h;;::g - gﬂln;]:t?
/)
N 7 3\\ Web UI
\ / Analyss Tool
/ \ Workflow
Engine # CNL-to-EPL
Ma
ﬁmt / \ Trust pper
S Maager
Allplicaﬁf{u \ ager /
DPO
#PI Identity
PEP |PDP | PIP H—"| Selector
2
7 \ /IllenlitWContextprovidﬂ'\\
Context Listener Service \\ Consequence
Framework
Context Provider Adapters || |*
R \\\'-A TokenChanged Event Application
Localld ﬁtﬂ'; — y notification Service Sp ecific
\ oc (51} (U1} Provider / \ /

Www.consequence-project.eu



Define the ontology & vocab. ‘ Condtalpnce

Ontology Is defined in the
Stand ard |an g u ag e OWL r L Meta-data isensitive_. bulary.owl) |/ Ol Classes |/ M Fropetties r & Individualz |/_:

14

Standard tool Protege e Projac 8 sacoe ity [ T o
V3- 1. 1 Asserted Hierarchy ) o |j ﬂﬁ ﬁ, Lol ;|

ol Thing -] Property |
Y upwoc: Action rodfs; comment

Log

Define application
actions: system & user

Access

Davwnload
Fead

f L O et Do abulary tem

Define terms & properties |7 werr /

| DataCategory ‘

relating terms ® Ecpriert

[ LegalContract \\
Project
| 2 ContexiProperty

Vocabulary is defined as
presentable vocabulary
subset of larger ontology.
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Visible vocabulary and hidden ontology

Experimental Station Is hidden from the user vocabulary
but is used in the ontology to define visible terms.

PublicUser®

BeanlineScientist®

17



Define the DSA policies

CON{%NCE

The authoring tool presents the words which could be put
next into a policy

18

\

Credentials:
There are no trusted providers for  Authentication
There are nc trusted providers for Location Information

Roles:

a Principalinvestigator has no definition
a Publiclser has no definition

a Colnvestigator has no definition

a BeamlineScientist has no definition

Authorizations

—

IF a Data hasEmbargcEndDate a EmbargcEndDate AND a CurreniTime isAfter that EmbargoEndDate AND

Obligations

[

Prohibitions

T

Etikn

Select one of the following choices

= available cheoices ...
REFERENCE

a CurrentTime

®

a Data

=]

a DataCategory

=]

a Date

a Event

a lcon

a Location
a MsExcel

= a Person

a Role

a Set

a System

E
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DSA Authoring - references Conalpucs

o
IF a Data hasPrincipalinvestigator a Set AND a User hasRole a Principallnvestigator ANMD that User in that Set THEM that User M Access that ; %
Data ;
IF a Data hasCoinvestigator 8 Set AND a User hasRaole a Colnvestigator AND that User in that Set THEM that User CAM Access that Data
IF a Data has as data category a ImageData AMD that Data hasBeamlineScientist a Set AND a Llser hasReole a BeamlineScientist AMD that
User in that Set THEM that User CAN Read that Data
IF a Data hasEmbargocEndDate a EmbargoEndDate AND a CurrentTime isAfter that EmbargoEndDate AMD a User hasRole a Publicllser THEM that
User CAN Access that Data
IF a Data has as data category experimental data AND
Obligations
IF a User hasRole a PublicUser ANMD a MexusFile has as data category experimental data AMD that MexusFile hasPrincipalinvestigator a
Set AND a User hasRole a Principallnvestigator AND that User in that Set THEN a System MUST MNotify that User
IF a User hasRcle a Publicllser AMD a MexusFile has as data category experimental data THEMN AFTER that User Read that
MNexusFile THEN a System MUST Log a Event
Prohibitions
IF a Data has as data category a MumericalData AND a3 User hasRole a Principalinvestigator AND that User hasLocation a Morthkorea THEN that
User CANNOT Access that Data
IF a Data has as data category a NumericalData AND a User hasRole a Principallnvestigator AND that User hasLocation alran THEM that
User CANNOT Access that Data =

19 Www.consequence-project.eu



DSA Authoring

CON{%NCE

20

a BeamlineScientist has no definition p Change

Authorizations

IF a Data hasPrincipallnvestigator a Set AND a User hasRole a Principalinvestigator AND that User in that Set THEN that Uiser CAN Access that

Show references Save |

] e
Data
IF a Data hasCoinvestigator a Set AND a User hasRole a Colnvestigator AND that Liser in that Set THEN that User CAN Access that Data ﬂ T4

IF a Data has as daia category a lmageData AND that Data hasBeamlineScientist a Set AND a User hasRole a BeamlineScientist AND that

User in that Set THEN that User CAN Read that Data
IF a Data hasEmbargoEndDate a EmbargoEndDate AND a CurrentTime isAfter that EmbargoEndDate AND a User hasRo

]

le a Publiclser THEM that ﬂ 1
User CAM Access that Data

Add

Obligations

IF a User hasRole a Publiclser AND a MexusFile has as data category experimental data AND that MexusFile hasPrincipallinvestigator a

Set AND a User hasRole a Principalinvestigator AND that Liser in that Set THEN a System MUST Mofify that User

IF a User hasRole a Publicllser AND a MNexusFile has as data category experimental data THEN AFTER that User Read that
MNexusFile THEN a System MUST Log a Event

Add

Prohibitions

IF a Data has as data category a MumericalData AND a User hasRole a Principallnvestigator AND that User hasLocation a Morthkieorea THEM that
User CANNOT Access that Data

BEVEY
BETEY

o |
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Comparing English, CNL & EPL ‘ Conalpucs

* English:
Any registered user can access any data after its

embargo period has passed.

« Controlled Natural Language
IF a Data hasEmbargoEndDate a EmbargoEndDate
AND a CurrentTime isAfter that EmbargoEndDate
AND a User hasRole a PublicUser
THEN that User CAN Access that Data

* Enforceable Policy Language:
authorization alread = allow read(),
target( data_category=="experimental _data" ) to any
when( currentTime() > object.embargo_end_date);
authorization algenerateGraph = allow generateGraph()
target ( data_category=="experimental data" ) to any
when ( currentTime() > object.embargo_end_date);

21 Www.consequence-project.eu



Consequence Architecture

22

Policy and Enforcement Sub system 0
—Server Components

b

ﬁa Subsystem

a

Authoring SA Lifecyel
Enforcement WS PDP WS Tool/ Editing D h;;::g - gﬂln;]:t?
] ?1 3\\ Web UT
\ / Analyss Tool
/ \ Workflow
Engine CNL-to-EPL
Ma
ﬁmt / \ Trust pper
S Maager
Allplicaﬁfﬁ \ ager /
DPO
#PI Identity
PEP | PDP | PIP -;—: Selector
7 \ /IllenlitWContextprovidﬂ'\\
Context Listener Service \\ Consequence
Framework
Context Provider Adapters || |*
R \\\'-A TokenChanged Event Application
Localld ﬁtﬂ'; — y notification Service Sp ecific
\ oc (51} (U1} Provider / \ /

Www.consequence-project.eu



Mapping to the executable language ‘ co@m

 Terms from the ontology that appear in the controlled
natural language (CNL) must be mapped to terms used in
the application which appear in the enforceable policy

language (EPL).

A GUI is provided for users to define the mapping.

Configuration Manager
File

[ Attribute | Authority | CredType | Credential | Role [ Term Mapping |

FEX

Yalue

subject

authn

ImageData

imane

Imvestinationhetadata

irvestigation_metadata

FHumericalData

numerical

Diownload

download

Fead

read

Wirite

wirtite

ety

i ey

Yisualize

vigalise

isBefare

isBefare

CurrentTime

currentTime)

23
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Consequence Architecture

24

Policy and Enforcement Sub system 0
—Server Components

b

ﬁa Subsystem

a

Authoring SA Lifecyel
Enforcement WS PDP WS Tool/ Editing D h;;::g - gﬂln;]:t?
/)
3\\ Web UI —
\ Analysis Todl
\ Workflow
Engine # CNL-to-EPL
Ma
ﬁmt / \ Trust pper
S Maager
Allplicaﬁf{u \ ager /
DPO
#PI Identity
PEP | PDP { Selector
7 \ /IllenlitWContextprovidﬂ'\\
Context Listener Service \\ Consequence
Framework
Context Provider Adapters || |*
R \\\'-A TokenChanged Event Application
Localld ﬁtﬂ'; — y notification Service Sp ecific
\ oc (51} (U1} Provider / \ /
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DSA Analysis

CoN{QmE

25

Expected:
Add query

Query Expected Result

Can the Subj person perform the action read on the Obj data true false

SUBMIT [1Table of Access

Context
data hasembargoenddate embargoenddate
currenttime isafter date
user hasrcle role
user haslocation location

Table Of

Acress

Data WNexusFile User Event

|

Remove

£
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DSA Analysis

CoN{QmE

Table Of
Access

Person

Signatory

User

System

26

SUBMIT

[ Table of Access

Context

currenttime

Ve e D e

user hasrole role

user haslocation location

Data

download write read
merge view filter

visualize modify

MNexusFile
read write download

modify visualize filter
view merge

Tnad / Rava Mantavt and Muoamac

data hasembargoenddate embargoenddate

User

Event

|

£
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Consequence Architecture Conapuc

Va
Policy and Enforcement Sub system \ DSA Subsystem

—Server Components

Authoring :
Enforcement W§ PDP W§ Tool/Editing DSA Lifecycle CNL4DSA

3 Manager Translator
—— 4 - W |
\ / Analyss Tool

ﬁm // \ \g “:;1:1]: é# CiL oz

\.\s. Trust

Applicaﬁ’{. \ Manager /
DPO;(PI o

{ Selector

il
fé/ \ /IllenlitWContextprovidﬂ\\

Context Listener Service \\ Consequence
Framework
Context Provider Adapters || [* |
R \\\'-A TokenChanged Event Application
Localld ﬁtﬂ'; — y notification Service Sp ecific
\ ocal Iden ontext provider / \ /
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DSA deployment Congalpnce

Home Welcome BAES-CON-DSAWF 1\administrator = | @ ﬁ]

Site Actions +

5TFC > DSA > DSA-de31206b-0f2e-41b8-b8b3-570b428176F7 > Workflows

Wu.rkﬂnws DSA-de31206b-0f2e-41b8-b8b3-570b428176f7

|Use this page to start a new workflow on the current item or to view the status of a running or completed workflow.

‘ Start a New Workflow

Approval Collect Feedback
Routes a document for approval, Approvers can approve aor reject the Routes a document for review, Reviewers can provide feedback, which is
document, reassian the approval task, or request changes to the compiled and sent to the document owner when the warkflow has
document, completed.

e

Create link on STFC front page and get friendly name Deploy to STFC policy server

Send DSA to STFC Mapper

| Workflows

Select a workflow for mare details on the current status or history.

Mame
Running Workflows

There are no currently running workflows on this item.

Completed Workflows

Crmmd DIC & +m OTE KA

Af1Aaim11 1404 ARa 1{1A/M414 17,00 NARa T lm A
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Consequence Architecture Conapuc

Va
Policy and Enforcement Sub system \ DSA Subsystem

—Server Components

Authoring SA Lifecyel
Snssl B Tool /E diting N bnage Teandlator
b / ?1 3\\ Web UI

\ Analysis Toal
/ TN é/

Engine # C'NL-to-EPL
Client \ LA

Trust
\Q Manager /
Identity
Selector
: /IllenlitWContextprovidﬂ'\\
Context Listener Service \\ Conssquence
Framework
Context Provider Adapters || |*
R \\\'-A TokenChanged Event Application
Localld ﬁtﬂ'; — ” notification Service Specific
\ oc (51} (U1} Provider / \ /

29 Www.consequence-project.eu



ICAT client application - login condealyncs

I I Ie l lser File Edt Capture Options Computer Help

‘ e u E | Q ‘ s i | B Bl o | < = | mtunsequence—enabled ICAT Demo... | Of ]
Fil Hel
- | t' f' * I Time | Debug Print D ok |
Download from ICAT
t h e m S e IVe S Login Module rSEEFEh and Download Module ‘

ICAT int:  nttpszistre-con-apn project eud 1811CATServiceICAT [~

by logging — |
into the

application.

| Login H LOGOFF H G0 || RESET || CANCEL

status message

The server
can now St o

. start the login
determine i

File Edit Yiew Mavigate Source Refactor Rum Debug Profile  Team

theirrolein ol = ¢
different '

0 [main] INFD wi.ac.scfe.icatclient.IcacClient - Loading JNEridge configuration.properties.
Loading JHEridge configuration.properties.
15 [main] INFO uk.ac.stfc.icatclient.IcatClient - jnboore-property: dotNet®ide.port 2086

(7) Mavigatar

b ipboore-property: dotNetSide.port g086
. n% 15 [main] INFO uk. ac.stfc icatclient. IcatClient - jnbeoore-property: javaSide. port 8085
u L jnbcore-property: javaSide.port 2085
p rOJ eCtS . = 15 [main] INFO wk.ac.stfc.icavclient.IcatClient - jnboore-property: javaSide. serverType tep
jnbcore-property: javaSide.serverType tep
15 [main] INFO uk.mc.stic.icatclient.IcatClient - jnboore-property: detHetSide host localhost

ﬁ Files

jnbeore-property: dotNenSide.host localhost
P I O I B 15 [main] INFO wk ac stfc icatclient. IcatClient - jnbcore-property: javaSide. timeout 10000
) L) ] jnbcore-property: javaSide.timeout 10000 =l
Al =
b I - #/start! J & @& J OI(atC\ient—NetE‘..I & Debugview on l\‘..I & Debugiiew - No. . | DC:\devsvn\Sensi.‘.l W untitled - Paint | [E start Erforceme. .. | [ start NEDoEREL .. ||‘L Consequence-... J
PublicUser. -
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Keyword search for data

31

File  Edit Capture Options Computer  Help

CoN{QmE

EHE “| &= (A EBBT| 7 |

k3 | Time | Debug Print

Once you have logged
in, the Search and
Download Module tab
will be enabled.
Click on that to
select the download
menu. Do a keyword
search using HIV as

Search and Download Module | '

M Consequence-enabled ICAT Demo... S [=]
File Wi Help
Download from ICAT

p—_l

eCtICAT Service : [mttns:stic-con-app project.eu:81811CATServiceCAT] I~

I / SelectICAT aperation: |Keyword Search

‘v|

Input Message (Params) : |HM

input. Note that
you can also use
this menu to
download a datafile.
You just need to
select the right
operation using the
drop down list.
Click on the GO
button to start the

.
et () Ciwer | [ |

Logged into ICAT sucessfully.

EPIOC&SS .

Eile Edit W¥iew Mavigate Source Refackor Run Debug Profile  Team

55

=EaL e il

| Output - IeatClient (run}

W [

0 [main] INFO uk. ac.stfc icatclient IcatClient

(7 Navigator

Loading JHBridge configuration.properties.
e 15 [main] INFO uk.ac.stfec.icacclient. IcauClient
inbcore-property: dotNetSide. port ELET

15 [main] INFO uk.ac.stfc.icatclient.IcatClient
jnboore-property: javafide.port 3085

15 [main] INFO uk.ac.stfc.icatclient.IcatClient
inboore-property: javafide.serverType nep
15 [main] INFO uk._ac.stfc_icatclient. IcatClient

] Services

5] Files

15 [main] INFO uk.ac.stfo.icavclient. IcacClient
jnbecore-property: javaSide timeout 10000

cts

- inbcore-propercy:

- jnbcore-property:

- jnbcore-property:

- jnbcore-property:

jnboore-property: dotNet3ide.host localhost
- inbcore-propercy:

- Loading JNBridge configuration. properties.

dotNenSide.port 3086
javaSide.port 3088
javafide.serverType teop
dotNetSide_host localhost
javagide.tineoun 10000

A =
EfStart J @ ﬁ J O IcatClient - NstB.‘.l * DebugWiew on \\..‘l *Debug\iiew -MNo... I E} C:\dsvsvn\Ssnsi.‘.l y untitled - Paint | B Start Enforceme. .. | [ start JNBDotet

i

“ 44 Consequence-... J ey




Encrypted Metadata results condtalpnce

Eile Edit Capture Options Computer Help
Metad ata aS FHE | &&= A BB T | P QST D b e [-10]]
File Hell
® |T1me IDEbug Frint = == bl
[ metadata DPO
. :
Expand the metadata oo It s st e
isplay data
We aS a a IS DPO d t i t e 1T O v DRI A0 g e
hode O 1nspec GetDownload
the number of nodes Decrypt node
prOteCted by (still encrypted)
in the container.
. .
node, right click
on it to bring up
the context menu
and select the
OI I Iy I I letad ata Decrypt node
action.
tI I I . t .
- catClient - Nettieans IDE 6.7.1
au OrISe O Eile Edit View Mavigate Source Refackor Run Debug Profile Team
“ 15 E] E |'_ ) § ‘_" | <default config> - ? |
- = —
5 | Cutput - leatClient (runy -
o 338680 [AWT-Event{ueue-0] INFO uk.ac.stfc.icatclient components.dialogs.IcatDialeg - inside invoke Later :l
é 338680 [AWT-EventQueue-0] INFO uk.ac.stfc.icatclient.conponents.views. JTreeView -
@ JTreeView just added new dmtn node
338680 [AWT-EventQueus-0] INFO uk. ac. stfc icatclient components wiews JTreeView - root has 1 child node/s
o 338680 [AWT-EventQueue-0] INFO uk.ac.stfc.icatclient.conponents.views.JTreeView - child node has: Z grand child node/s
i
E 3E166d [AWT-EventQueus-0] INFO uk.ac.stfc.icatclient. components.wviews JTreeView - inside Open data action.
ﬁ 351664 [AWT-EventQueus-0] INFO uk.ac.stfc icatclient components wiewms JTreeView - Inside testNexusSelection on node @ metadata DPO
% 351664 [AWT-EventQueue-0] INFO uk.ac.stfc.icatclient.conponents.views.JTreeView - selPath[0] : Root
3El66d [AWT-EventQueus-0] INFO uk.ac.stfc.icatclient. components.views JTreeView - selPachll] : metadata DPO
% 351664 [AWT-EventQueus-0] INFO uk.ac. stfc icatclient components wiews JTreeView - testMNexusSeslection : no DatabpolNode/ClfNexusReader found for the se
|E 411931 [AWT-EventQueus=-0] INFO uk.ac.stfc.icatclient.components.views.JTreeView - metadata DPO[Investigation_l metadata Node] is selected in showPoplh
& 4 | 3
Nl ==
distart| | (B @ | D rcatcisnt - Netb. .| 3 Debughien on'... | i Debugtiew - No.., | £ Cidevevniensi...| W untifed -Paint | [BN Start Enforceme, . | [ stert MueDottet... |[34 Consequence-.. |
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Select data file to download Conapuc

on 4\ STFC-CON-APP (local)
ture  Opkions  Computer Help

A E- A BET | 25

I Debug Print

File Window Help

1435, .. [3532] permission = view [ metadata DFO b=l

1437 ... [3532] isPermitted = False ¢ i 'After decryptlon a new Chlld

tégg 311 Egggg% I‘EEIUirE$0ngDiHSACDT$SE‘?alua Inwestigation_1_metadata I
pErmission = visualise 3 3

FERa i 0e50] ittenitiad = Falls 5 node is inserted under the

1572, .. [3532] requiresCngoingiccessEvalua T datasetCollection List

1736, .. [3532) pemmission - izansfor b s datassitalibciiont DPO node. You can expand the
izPermitted = False : . .

1743 ... [3532] requiresOngoinghccessEvalua 7 [ datafileCallection !‘ISt Chlldren I],C)des and use the

1743 .. [3532] Client :PDP-:EvaluateiccessR e ] datafileCollection L

5308, .. [2824] DPOUtils—:GetTokenRequirens
La875. .. [2824] DPOUtils—:GetTokenRequirens
2094, .. [£824] PIP: instantinate # Start
3427 ... [£824] PIP: instantinate # End
3442 . [2824] PIP: AcquireToken=s & Start

o [ datafileCa context menu to display the
o= ] datafileCo

o 4 dataiecol Getbownisad data or to download a data
> Q datasetbaran) pecyptnote £ ] @ (when in the correct

Disg

3208, .. [2824] PIP: AcquireTokens # End [ datasetstatus

350 .. 241 DPOUt1ls—:»GetTokenRequirens

5 e ! DEPOITt 1 1: TokenFequiremns D datasetType con tex t) .
3580. .. [2824] PIF: instantinate # Start D description

3580 ... [2824] PIFP: instantinate ¥ End D i ||

3580 . .. [2824] PIF: AcquireTokens # Start l

L1445 . [2824] PIP: AcguireTokens ¥ End D investigationld

7182, .. [1812] FPIFP: instantinate # Start D Hafie

F270... [1812] PIP: instantinate & End

063, .. [1812] PIF: instantinate # Start [ sampleld

5078... [1812] PIF: instantinate # End o [ datasetCollection?

FRB5 . .. [2824] DPO.AddMetaData : nodeName# Df il

321%. . [2824] DPO. AddMetaData : nodeNane# ALy

3169, .. [2824] DFO.GetDataNodeToFile. node o= [ facilityCycle

3311. .. [£824] DPOUtils—:GetTokenRequirens D i

3560, .. [£824] DPOUtils—»GetTokenRequirens DR =]

3580. .. [2824] PIP: instantinate # Start (] i | T | Access Control On the

3580. .. [2824] PIF: instantinate ¥ End
3580 . .. [2824] PIF: AcquireTokens # Start
1401 ... [2824] PIP: AcguireTokens ¥ End
1414 ... [1812] PIF: instantinate & Start
1414 ... [1812] PIP: instantinate & End
1462 .. [1812] DPOUtils: GetlicensePermiss
5893 .. [2824] DPOUtils: getpermissions 2
3893 .. [2824] PIFP: instantinate ¥ Start
5917 .. [2824] PIF: instantinate & End

file to be downloaded
from server to client

7304, .. [2824] permis=ion = read
F304. .. [£824] isPermitted = True
F3ld. .. [2824] requiresOngoingiccessEvalua

F3ld. .. [2824] Client:PDP-:EvaluateliccessR
235 3 Eé 4] DPD . GetDataNodeToMEmoryStre
7353, 4] DPD . GetDataNodeToFile. Fermw




Navigate file (DPO Object )to

find data

C-CON-APP {local) _ O

jons  Computer Help

= A BEBT| 9F | #

wDebu

[2824)]
[2824]
[2824]
[2824]
[1812]
[1812]
[1812]
[1812]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[1812]
[1812]
[1812]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]
[2824]

1 p = [} A = o | ]
instantinate # Start
instantinate # End
AcquireTokens # Start
AocquireToken=s ¥ End
instantinate # Start
instantinate # End

. in=tantinate # Start
FIP: instantinate # End
DEFO . AddMetaData nodeHanet
DPO . AddHetaData nodeHansd
DFD . GetDatalNodeToFile. node
DROUtils—r:GetTokenRequirens
DEOTtils—>GetTokenEequirens
FIP: in=tantinate # Start
PIF. instantinate # End
FIF: AcguireToken= # Start
FPIP: AcguireTokens ¥ End
FIP:. in=tantinate # Start
PIF. instantinate # End
DPOUtil=: GetlicensePermiss
DEOTtil=s: getpermissions 2
FIP:. in=tantinate # Start
PIF. instantinate # End
rermnission = read
i=zPermitted = True
requlresCngoingiccessEvalua
Client :PDP-:EvaluateiccessR
DPO . GetDataNodeToMEnorvStre
DPD . GetDatalNodeToFile. Perm
DPOTt1ls—:GetTokenEequirene
DPOUtils—:GetTokenRequirens
FIF. instantinate # Start
PIF. instantinate # End
FIFP:. AcguireTokens ¥ Start
PIP. AcguireTokens # End
DPOTt1ls—rGetTokenEequirense

[2824] 3ROULils—>GetTokenRequirens

[2824]
r?R7241

FIF:
PTE-

instantinate # Start

in=tantinates # Fnd

Consequence-enabled ICAT Demo...

CON{%NCE

e TPl
[ (data DPD k"

i metadata DPM
o mvestigation_1_rmetadata Mode

D Investigation_9_metadata Mode

Aftér the download, a new
data DPO node will be
inserted into master
Jlree.

You can use the popup menu
to get metadata about the
DPO as described before.




Select data in Nexus file to view Confgalnce

- o) x]

B 2 B |

M Consequence-enabled ICAT Demo...
File Window Help

[ »

;tantinate # End [ data DFQ
;0 GetlicensePermni=s [ 200901 083500023643 nxs Mode

;0 GetlicensePermiss o = cif

i1 getpermnissions 2 -

itantinate # Start & [ Astra-Gemini

itantinate # End §- (e LAZ

.on = read o= [ M_FUMP

ted = True o_IjN COMP

‘OngoinghooessEvalua ke o ! Use the context popup
on = write — =

ted = Fal=e o= [ 5 _UMCOMP menu tD dlsplay the
OngoinghccessEvalua % [ ROAMING

.Oon = eEport—to-HMS-e

data referenced by the

.ted = False
idngoinghcocessEvalua
.on = wiew

.ted = False
iWngoinghccessEvalua

] LAZ_ROAMING_SFEC
[} LA3_ROAMING_SRE I'lOdE.' .

La3_RoAM Ny Display data

on = wizuali=e noad
.ted = Fal=e o 2 PLMP

idngoinghccessEvalua o_Ej i Decrypt node
.on = transform ] 5_COMP

ted = False o [ FIBRE_S¥S
dngoinghoccessEvalua o [ SAD_TABLE
'DP-:EwaluateiccessR N :

s: getpermiszsions 2 DE}{FJEHmEﬂt_IdEHtIﬂEI'

stantinate # Start [ program_narme

itantinate # End

.on = read [3dam—wpe

e L D expetiment_description
idngoinghcces=Evalua [3Shm date )

on = write «] _m | |’r_

.ted = False
idngoinghccessEvalua
.on = export—to-HMS-e
.ted = False
idngoinghAccessEvalua
.on = wiew

.ted = False
idngoinghcocessEvalua

.on = vidRalis=e l
.ted = False

Ao nrAeressRoa lna




Usage control: Visualising data ‘ conalync

The default
display shows
a visualisation
of a data trace
rather than
the actual
numerical
data.

Usage control
IS applied to
the requested
action.
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Policies apply within files

Parts of
the Nexus
file are
protected
by different
policies.

Beamline scientists can
access image data related
to or produced on their
experimental station.
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Context service sets location

Access to numerical data should
be denied to users whose

country is either Iran or North
Korea.

location service uses GPS
on user machine

Emulator
for testing
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Obligations

Obligation to
notify Pl sends
e-mail on
downloads

Obligation logs
data reads
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Consequence User Interfaces
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—Server Components

Policy and Enforcement Sub system \

@A Subsystem

N

Authoring SA Lifecvel
Enforcement WS PDP W8S ‘ Tool / Editing D M::::g € gﬂln:]:t?
y
N / %
S EE Analyss Tod
/ \3\ Workflow
\ Engine J CNL-to-EPL
Ma
Client [ s i
\ Manager /
Identity
Selector
7 ﬁdmliryfc‘ontextprovidﬂ'\\
Context Listener Service \\ Consequence
STS Framework
Context Provider Adapters || |*
R \\\\A TokenChanged Event Application
- - notification Service Sp ecific
\L ocal Identity/Context provider \
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Main Advances

 Integrating usage control and digital rights management technologies

 Integrating separate advances in the expressiveness of policy
languages into a single, usable demonstration

o Semantic driven DSA authoring for managers — not techies

» Generic language technology with Ul — ontology, authoring tool,
CNL/EPL mapper, metadata manager

e Integration of software engineering formal analysis methods — video
later

* Integration of mainstream commercial applications — video later

 For research innovations — see next talk by Dr Emil Lupu
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Questions ?
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